ABSTRACT
INTRODUCTION
During last decade significant research efforts have addressed the issue of secure device pairing. The main goal of the research community working on the secure device pairing issue has been to provide mechanisms that give assurance of the identity of the devices participating in the pairing process and to secure them from being victims of eavesdropping attacks, such as MiTM attack. Achieving this goal is a challenging problem from both the security and the usability points of view [32] [33] . Consequently, Malkani et. al. [1] have proposed a generic framework for secure device pairing. Authors [1] advocated that a common pairing infrastructure for ubiquitous computing environments can improve the usability and security of the pairing process. The proposed system integrates device discovery, several pairing schemes and a protocol selection mechanism into a single model that facilitates association of any pair of devices in a wide range of scenarios by using the devices' existing capabilities and user preferences, and also assists the user to select an appropriate pairing protocol and relieves him/her from choosing between more than two dozen of pairing schemes. The interested readers can find the detailed analysis of these existing schemes in [32] [33] and the detailed system architecture of the proposed system in [1] . The focus of this paper is the usability study of eight pairing schemes as well as the proposed system, which integrates them. It is carried out in order to evaluate the proposed system and to support the argument that the integration of discovery mechanism and several proof-of-proximity protocols into a single device pairing system is an effective approach for ordinary users from both security and usability points of view. The remaining part of this paper is organised as follows: section 2 presents brief summary of the proposed system [1] , section 3 discusses the implementation, section 4 presents the details of usability study, section 5 describes the results and presents the evaluation of the proposed system, and finally section 6 concludes the paper.
PROPOSED SYSTEM
The proposed system considers ubiquitous computing environments, in which devices communicate with each other through short-range wireless technology, such as 802.11 or Bluetooth. They discover each other using the proposed registration and discovery mechanism. Authors do not consider extremely resource constrained devices, such as sensor nodes. Instead, they consider those ubiquitous computing devices, which have reasonable battery power and computational capabilities, e.g. mobile phones, cameras, PDAs, laptops, printers etc. These devices are capable of symmetric encryption/decryption, public key based encryption, hashing, signature verification, and have unique device-id or address. Further, devices know their location through some location system already installed in the environment or through their own hardware/software, such as GPS (Global Positioning System). The location information is useful in the discovery process. We assume that the co-location server is a trusted, uncompromised and tamper resistant (or at least tamper evident) device. It is also capable of performing symmetric and asymmetric cryptographic operations. Since, the co-location server is very light-weight; it might be run with other local services (e.g. DNS, print) or any other server, which is part of some existing security infrastructure to limit the deployment costs. Alternatively, it could also be installed into a dedicated low-cost small device. Then each device needs to perform one time demonstrative discovery of the server device in order to build trust. We are considering all the devices registered with the same co-location server as potentially co-located and each co-location server is responsible for handling a particular domain or location. We believe that due to the modern low-cost small ubiquitous computing devices that have now reasonable battery and computational power, one co-location server per scope is feasible.
The three main design goals of the proposed system are: usability, security and generality. From usability point of view, the system should be simple to understand and easy to use for an ordinary user. Security goal is twofold: firstly, the system should be capable of establishing the secure session between two previously unassociated devices through demonstrating the physical proximity of the devices involved in pairing process; secondly, all the communication between several entities of the system must be secured. From generality point of view, the system should be applicable in a wide range of device pairing scenarios in ubiquitous computing environments, capable of incorporating existing pairing schemes and can be extended without major modifications in the design.
The proposed system consists of three phases. The first two phases are registration and discovery of the device(s), and the third phase is selection, initiation and execution of the PoP protocol. The registration, discovery and proof of physical proximity are integrated into Co-Location (CoLoc) protocol, which is core part of the proposed system. The details of CoLoc protocol can be found in [1] , however we are presenting the overview of the overall system as below:
2. When two devices need to associate, the client queries the co-location server to acquire the required information of suitable resource device(s).
3.
The co-location server prepares a device list containing necessary information for selecting and contacting the resource device in order to initiate the proof-of-proximity phase.
4.
Based on the information from the co-location server and user preferences, the client first goes through the Proof-of-Proximity (PoP) protocol selection process and then initiates the secure association process with the selected resource device. Different interactions to demonstrate physical proximity are possible and the selection requires a selection criterion along with device capabilities, constraints on pairing schemes and/or user preferences.
5.
Both of the devices (i.e. client and resource) execute the commonly agreed PoP protocol for the purpose of demonstrating their physical proximity in order to establish the secure session. Note that secure pairing is achieved only when physical proximity between both of the devices is proved.
IMPLEMENTATION
To evaluate the proposed system, we built a prototype implementation of the system and conducted a usability study. The details of the usability study are given in next section. We have designed simple user interfaces for the client and the resource applications and avoided any complexities. The implementation of the proposed system is carried out using Java (version 1.6) and Windows XP operating system. In the coding and implementation process, we have used Eclipse Galileo (version 3.5) as a Java IDE. As an apparatus, we have used two 1.9GHz Dell Machines with 1GB RAM, two PhidgetInterfaceKits [34] and a camera. PhidgetInterfaceKits and camera are the requirement for some of the PoP protocols. At server-side Oracle Berkeley DBXML [35] [36] is used to maintain and keep record of the devices' profiles. The implemented system integrates 14 different pairing schemes to demonstrate the physical proximity of the devices. Since, system implementation is not the focus of this paper, interested readers can find additional details of the implementation in [1] .
USABILITY STUDY
In order to evaluate the proposed system and to support our main argument that the integration of discovery mechanism and several proof-of-proximity protocols into a single device pairing system is an effective approach for ordinary users, we conducted a usability study. This is a study of the eight pairing schemes as well as the proposed system, which integrates them. The results of the usability study are useful to test three hypothesis: 1) are the users good at identifying an appropriate (right) pairing scheme when they have to choose between large number of pairing schemes; 2) To what extent users like to be involved in the pairing process; and most importantly to evaluate that 3) is the integration of discovery mechanism and the pairing schemes into a single system an effective solution for ubiquitous computing environments from the user's point of view, and are they perceiving it as usable. In this section, firstly we discuss the prior work on usability of device pairing schemes, and then we describe the test cases that are selected as part of this study followed by describing the demographic information of test's participants, test procedure, and the results.
Prior Work on Usability of Device Pairing Schemes
More recently the usability issue of secure device pairing schemes has got significant attention from researchers and there exist some recent work on the usability of device pairing schemes in the literature. Below are described some of the notable work in this area.
In the literature, Uzun et al. [37] are considered to be the first who performed the usability analysis of secure device pairing methods followed by [38] [39] . Uzun et al. [37] presented a comparative usability analysis of some of the conventional paring schemes. In their study, the participants were asked to compare strings displayed on mobile devices, copy a PIN displayed on one device and enter it onto another, and select a PIN from among 4 numeric values that matched a string displayed on another device. Their findings were that participant perceived copying and entering as booth secure and professional while comparing was perceived as easy to use. They recommended using a PIN of not more than 7 digits and that the user interface should be designed in such a way that the default option is the most secure. More recently, Kumar et al. [39] presented an experimental evaluation of a large set of device pairing schemes. Their [39] results showed that some simple schemes, such as number comparison, were quite attractive overall in terms of speed, security and usability. Subsequently, in [40] authors argued that the participants of prior study [39] comprised of mostly young males (70%) and the test organizers were experts in security relevant research as well as developers of some of the tested pairing schemes. They argued that the results of the study [39] were valuable, however it required further experimentation (usability tests) with more diverse participants, and more diverse scenarios. Many of the tested pairing schemes in [40] overlapped with the already tested schemes in [39] , however this study differed from [39] in that the focus of this study was on within subjects analysis. The results of the study [40] were helpful in indentifying the pairing schemes, which were not feasible for some specific groups of users with regard to age, gender and prior experience with device pairing. More recently, Kainda et al. [41] also performed a usability and security evaluation of the pairing schemes. The main focus of this [41] work was on comparison of the usability and the security of those pairing schemes, which used more recently proposed and identified out-of-band channels together with some of the conventional ones as presented in [37] . The four classes of pairing schemes that were covered in this study are: Comparing (compare and confirm), Selecting (compare and select), Entering (copy and enter), and Barcode (taking a picture of a barcode using a camera). This work differed from [37] in the sense that authors also took into account the scenarios where the compared strings were nearly similar (i.e. mismatched by only one or two digits, characters or words depending on the scheme). Our work is similar to [41] in terms of the methodology used to carry out the usability study, however the selected pairing schemes in our study are different from those tested in [41] .
Selection of Test Cases
We have selected eight PoP schemes for our experiment. The reason for conducting the user study with a reduced number of PoP schemes rather than all fourteen implemented schemes is to avoid user fatigue. With all PoP schemes, a single experiment takes around an hour, which causes for unrealistic/unproductive data, especially for a few of the last test cases/tasks. Therefore after a careful analysis, 6 pairing schemes are eliminated from this usability study. During elimination process, we considered the results of some of our previous experiments [42] conducted with 15 users and 4 button-based schemes, and also referred the prior work [37] [38] [39] [40] [41] on usability of device pairing schemes. For example some of those schemes, which produce/require synchronized audio/visual signal did not perform well in prior evaluations due to high error rate and userannoyance [9, 43] , so we eliminated Beep-Beep and Speaker-Speaker and Blink-Beep. According to the results of our previous experiments [42] , the users perceived Beep-to-Button scheme as harder compared to the other three button-based schemes, so we eliminated the Beep-to-Button scheme as well. Digits comparison is too simple approach and hash comparison is not such a user-friendly approach [41] , so we preferred Display-Display over these two schemes. In summary, the following are the short-listed PoP protocols that we have selected for the usability study.
• Category -1
Button-to-Button, Blink-to-Button, Seeing-is-Believing (SiB)
• Category -2
Blink-Blink, Display-Display, Display-Speaker
• Category -3
Selective Image Comparison (SiC), Capture and Show (CaS)
Participants
It is widely accepted that any user study that is performed by 20 users captures over 98% of usability issues [44] , so a total of 20 volunteers were recruited. The majority of the participants are students of the University of Sussex and most of them are proficient computer users. The background profile information of the participants is summarized in 
Test Procedure
The tests were conducted in a lab-based environment. Before the start of each experiment, we explained briefly the goals of the experiment along with the description of each pairing method to the participant; however we had already provided a leaflet to each participant in either hardcopy or through email before the actual day of the experiment that contains all the details of the experiment. Each participant filled a pre-test questionnaire before starting the test cases. The pretest questionnaire was used to collect the demographic information of the participants.
Each experiment consisted of two parts. In the first part, each participant performed the tasks of executing the eight PoP protocols, which are mentioned earlier in section 4.2. These eight protocols were programmed to work independently from the proposed system and do not include device registration and discovery phase. Every participant performed each of the tasks twice. The first execution of each of the tasks was without any attack, while the second execution was under an attack scenario, in which users had to identify the mismatches. From the data of the first execution of each user, safe errors (i.e. identifying a match as a mismatch) are identified, while second execution provides data for fatal errors (i.e. identifying a mismatch as a match). Note that for the pairing schemes in which user is involved in generating the PoP data, fatal errors are not applicable. Thus, in that case both of the executions were performed without the attack scenario. Timing information was also recorded and stored in the test log file along with the other data. At the end of first part, each participant was given an After Scenario Questionnaire-1 (ASQ-1) to record his/her satisfaction with the performed tasks. In the second part of the experiment, each participant performed two executions of the proposed implemented system, which is described in section 2. At the completion of this part of experiment, each participant is given an After Scenario Questionnaire-2 (ASQ-2) to record his/her satisfaction with the proposed implemented system, which is denoted as CoLoc in the results of the usability study. Finally, at the end of overall experiment every participant also filled a post-test questionnaire that contains two scenario-based questions and one question regarding the ranking of each category of pairing schemes.
Results
The usability study results are obtained from the collected data by means of questionnaires (i.e. two ASQs and one Post-Test questionnaire) as well as by the log files generated during the experiment. Two separate log files were created for each participant during the experiment; one for first phase of the experiment and the other for second phase of the experiment. The first log file recorded 16 lines of data and each line contained 7 data items. These include test date and time, pairing scheme name, completion duration in seconds, expected completion result, actual completion result, error information, and information about the successful completion of task. There are 20 participants, so we got 2240 data items in total from first set of log files. The second log file recorded 2 lines of data and each line contained 8 data items, so we got 320 data items in total from the second set of log files. The seven data items are similar as in first log file and the eighth data item records information about the user input/preference. Further, we got 35 data items from the three questionnaires for each participant, thus we got total of 700 data items for 20 participants. Overall we got 3260 data items for analysis from questionnaires and log files. All of the data was transferred and recorded into Microsoft Excel workbooks for analysis and evaluation.
ANALYSIS OF RESULTS AND EVALUATION
In this section, we present the evaluation of the proposed system through the analysis of the system's design features and the results obtained from the usability study. In the view of our previously defined goals (section 2) and objectives of this research, we consider the three major metrics for evaluating the proposed system. These are usability, security, and generality. Usability evaluation will provide an assurance that the system is easy to use for the users and they are satisfied with the way system works. Security evaluation will make sure that the objective of securing communication between several entities of the system is achieved, along with providing confirmation of the physical proximity of the devices involved in the pairing process. Generality evaluation will ensure that the system is applicable in a large set of device pairing scenarios in ubiquitous computing environments, capable of incorporating existing pairing schemes, and can be extended without substantial effort.
Usability Evaluation
The data obtained from both of the ASQs and post-test questionnaires revealed the participant's opinion of each of the test cases and their capability to perceive an appropriate pairing scheme for a given device pairing scenario. The participant's opinion is expressed in terms of rating scores on a scale of 1 to 7 in which 1 is representing the lowest score and 7 is representing the highest or the most satisfactory score. The selection of seven-step scale is based on the fact that it captures proper balance between reliability of scale and discriminative demand on the participants [45] [46] [47] .
The graphs shown in figures 1 and 2 are drawn from the data obtained from ASQ-1 and ASQ-2.
Every participant recorded their satisfaction opinion for each of the test case by giving a score (i.e. 1-7) to each of the three measures on the ASQs. The graph in figure 1 shows the participants' rating view for each of the three measures. However in order to calculate the single score and to present the overall satisfaction of the participants for each of the test case, these scores are averaged and presented in figure 2 . The results show that Button-to-Button pairing scheme is on top with the users average satisfaction score of 6.216. Display-Display and SiB has an average score of 6.1 and 6.15 respectively followed by CoLoc and CaS with the average satisfaction score of 5.616 and 5.556 respectively. Display-Speaker has the lowest average satisfaction score of 4.85, while Blink-to-Button and Blink-Blink stands with an average satisfaction score of 5.416 and 5.106 respectively. It is well known in the literature of usability evaluations that an average score of 5.6 on a 7-step scale is considered to be satisfactory and acceptable for a system or product, while an average score of 4 is the acceptable score on a 5-step scale [48] . CoLoc has an average satisfaction score of 5.616 for the three measures of usability, which indicates that the proposed system is usable and practically feasible for its users. The graph in figure 3 is drawn from the data collected as response to a scenario-based question. A scenario is presented to the participants on post-test questionnaire with a number of options and asked to select all of the possible pairing schemes. The correct response was Button-to-Button and Blink-to-Button. However, results in figure 3 show that many participants have selected the wrong pairing schemes as well along with the correct ones. Graphs in figure 4 and figure 5 are drawn from the data collected as response to another scenariobased question on post test questionnaire. The scenario is presented to the participants with a smaller number of options and asked to select one of the best possible pairing schemes. The correct response is Button-to-Button. Results show that all of the participants (100%) selected Button-to-Button scheme, however 5% selected the Display-Speaker and 10% selected the Blinkto-Button scheme along with the Button-to-Button scheme. Considering the fact that Button-toButton is the correct choice, it can be concluded that 85% of the participants have selected the right choice, while 15% of the participants have selected nearly correct response, but none has selected a totally wrong choice.
The results presented in figure 3 reveal the fact that users are not good at identifying which pairing schemes are applicable in which scenarios. However, when users are given short listed pairing schemes, they performed well at identifying the suitable pairing schemes (figures 4 and 5). These results support our argument related to usability that ordinary users are not good at identifying appropriate schemes in a situation when they have to choose between many different pairing schemes; however if the cognitive overhead in terms of deciding/thinking an appropriate pairing scheme could be reduced, they are capable of performing very well in the pairing process. This result clearly supports our hypothesis that assistance in choosing a pairing scheme has value.
Security Evaluation
As stated earlier, the objective of security evaluation is to ensure that the proposed system is integrating the PoP protocols well and also securing the overall communication between several entities of the system. The security of device pairing schemes, where users are involved in security-related interactions, is evaluated in terms of safe errors and fatal errors [49] . Safe error denotes the systems inability to pair two legitimate co-located devices due to system error or user error in case of use of out-of-band channels. User errors are due to either very complicated steps of pairing, unclear instructions for the user to what to follow to achieve successful pairing or user's own carelessness during the pairing process. Fatal error denotes the systems inability to prevent pairing of an adversary with a legitimate device of the system. Note that fatal errors are more dangerous and cause more serious consequences compared to safe errors. Fatal errors are not applicable in most of the schemes that involve users in only generating PoP data. In the case of our system, fatal errors are not applicable to button-based schemes and SiB. Since CoLoc incorporates these schemes and also it encrypts all the communication between the communicating partners, fatal errors are also not applicable to it. CoLoc has an average error rate of only 2.5%. When we performed a more detailed analysis of these errors, it comes to our notice that these 2.5% safe errors occurred when the participant selected Blink-to-Button as the PoP protocol during the execution of the proof-of-proximity phase, and the safe error rate of Blink-to-Button is already high in comparison to the other schemes, excluding Display-Speaker. This indicates that the rate of safe errors for CoLoc is somehow dependent on the selection of PoP protocol. These results indicate that the proposed system achieves its first security goal (i.e. demonstrating physical proximity of devices) very well.
The second security goal is to make sure that the communication between several entities of the system is secure. We have achieved this goal through encrypting all the communication from resource registration until the end of the execution of the proof-of-proximity phase [1] . The encrypted and integrity protected mode of communication used during the resource registration and discovery phase protect the pairing process from the bidding-down-attack. In this kind of attack, the goal of an adversary is to fool (bid-down) the intended pair-able devices to use weaker security than is possible. For instance, when pairing two display and camera-equipped devices, an adversary could modify the capabilities of one of the devices into a display-less and/or cameraless device (bidding-down) to force a radio-based pairing protocol to be used, which is easier to intercept without being detected. Additionally, when the proposed system is implemented considering the assumptions provided in section 2, it is also secure against MiTM attack. These facts indicate that beside the usability, the proposed system also achieves its security goals.
Generality Evaluation
The purpose of generality evaluation is to make sure that the system is capable of incorporating existing pairing schemes, as well as being extendable without substantial modifications in the design, and being applicable in a large set of device pairing scenarios in ubiquitous computing environments. Towards this, we have already shown in [1] that CoLoc is capable of integrating several pairing schemes (known as PoP protocols in this paper) to authenticate the physical proximity of the devices. Further, in addition to establishing a secure session between two previously unassociated devices, the proposed system is also capable of establishing secure group communication, creating and managing long-term pairings, and also offers a mechanism for the selection of PoP protocol that gives some control to the user. Moreover, the system is designed in a way that it can be extended without substantial effort. We are defining extension from two different points of view: the developers/programmers' point of view and the deployment point of view.
From the developers' point of view, they can add a new PoP protocol to the system by performing following steps:
• Firstly, they are required to include specifications for the new PoP protocol in the XMLbased policy file.
• Secondly, they are required to write the PoP protocol implementation code in Java, which needs to be included into proof-of-proximity software component.
From a deployment point of view, the proposed system is capable of being deployed to multiple servers; thus facilitating the secure association of a pair of devices, each of which belongs to a different co-location server. Figure 7 shows the scenario of multiple co-location servers. In fact, it is similar to a single colocation server's scenario, where devices use the server as a mediator. Now the Primary ColocServer serves as a mediator for the other two servers (i.e. ColocServer1 and ColocServer2). These two servers can authenticate each other by either using an automatic pairing scheme, or with the help of a user/administrator using any other category of pairing schemes. Once these two servers are in a paired state, they can securely exchange the device's profiles to each other depending on the received queries from their clients.
In summary, the proposed system is designed in such a generic way that it is not restricted to any particular set of PoP protocols. It can be used with various types of PoP protocols or same PoP protocols, but with different selection criteria based on the scenario in which it is deployed. We have also shown in [1] that the proposed system is capable of getting user's preferences and considers them during the PoP protocols selection phase. The protocol selection mechanism uses an XML-based policy as PoP protocols selection criteria, which is mainly defined in terms of required device capabilities and constraints over PoP protocols. Since the criterion for the selection of PoP protocols is described in an XML-based protocol specification and selection policy file; it can be changed / modified at run-time. Moreover, we also showed that the proposed system is extendable without changing the core design of the system and without substantial effort. All of these features indicate that the proposed system is generic enough that it can cover a wide range of device pairing scenarios in ubiquitous computing environments in terms of both two device setting and group pairing.
CONCLUSION
In this paper, we presented the details of a usability study of eight pairing schemes and a framework developed for secure pairing of devices. The main focus of this study is to evaluate the proposed system [1] . The analysis and evaluation supports the assertion that the integration of the discovery mechanism and several proof-of-proximity protocols into a single system is a more effective approach to device pairing as compared to proposing and developing a plethora of pairing protocols that work in a totally independent fashion. We believe that our work is an important and timely first step in academic research that highlights the need of a framework based approach to device pairing. Our work helps with answering several questions relevant to secure device pairing. These include: 1) are the users good at remembering several steps of dozens of pairing schemes for a number of device pairing scenarios and situations; 2) are they capable of performing well when cognitive overhead would be reduced; 3) are the users willing to be involved in the pairing process, and if yes, then to what extent; and most importantly 4) are the frame-work based approaches feasible for tackling the issue of device pairing in ubiquitous computing environments. The task of answering these questions was at least very difficult, if not impossible, before the work presented in this paper.
